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Overview Design Evaluation Framework

Problem BullyBlocker analyzes adolescents’ interactions with their social The proposed evaluation framework uses a hybrid social network

Cyberbullying is the use of online digital media to communicate false, embarrassing, NSl o [T generator to create realistic datasets provided as input for the app-

0. : : : . : : : : User : i '
or hostile information about another person. It is the most common online risk for Warning signs: e.dg., number of Insulting messages and User Interaction Generator later used in the human evaluation phase.

: : Generator
adolescents and well over half of young people do not tell their parents when it embarrassing pictures. H _ _ _
occurs. Vulnerability factors: e.g., race, age, gender, sexual orientation, Hybrid Social Network Generator. This component generates a test

past bullying history, frequency of internet use, internalizing Interactions. The User Interaction Generator module outputs a set of

Design of a holistic model that: (1) integrates crucial findings from psychological problems (depression, anxiety, and low self-esteem), and N users, their profile information, and produce_s a set of interactions
research on predictors of cyberbullying, as well as the relative strength of various externalizing problems (disciplinary problems and substance among the users. The goal of the module Is tg create message
predictors and temporal aspects of cyberbullying, and (2) considers streams or bursts abuse). sequences like those found in real-world social networks. The
of messages in conjunction with information from adolescents’ social media profiles to User Records (human User Records (computer generator uses two sources of real-world messages: (1) a coded
estimate cyberbullying risk readable format [CSV]) format) (labeled) Twitter dataset composed of messages labeled as

. . . . . llyi - rbullying and (2) real cyberbullyin
Introduction of: (1) a module providing a customized list of parent/victim resources h ted Bullving Rank is ret d o th cant of dian of g:seéggeimg or - non-cyberbullying (2) Y HiYing
using information pertaining to the nature of specific cyberbullying instances, and (2) theen?i?lrgrpu €@ BUIlYINg Rahk Is Tetirhed 1o the parent or gtardian o User 1 User 1 '

a novel framework for evaluating cyberbullying identification models using simulated User Profile User Profile
' NI ' ' ' VI ' ' ' Received Messages Received Messages _ ] R
social networks containing content from real world instances of cyberbullying The Bullying Rank Is divided into three normalized levels of risk \ g g hybrid social network was then evaluated individually by members of

|dentification of challenges and opportunities to integrate results from psychology and mizmsliss LOw0-es]), Wetuimiareal, gl ior-1o0) the research team. To evaluate the user records, the team members
social network data analysis to address a social problem Human Evaluation (coding) assessed the user’s profile information, stream of messages, and
Public and no-cost availability of: (1) the BullyBlocker app in the Apple App Store, (2) ArC h |tect ure Q Q Q Q Q OB ST E 2t zsEihet & BuIIyl_ng e beteen © gne) 100 v MeilEet ine [relosl iy

source code for the evaluation framework, and (3) real-world datasets for use by other the user Is experiencing cyberbullying.
researchers to generate simulated social network interactions

Contribution of Present Research

Bullying Rank: Estimates the probability of a minor experiencing
cyberbullying.

Human Evaluation. The human-readable dataset generated by the

gcmd Facebook Account Social Network Generator Evaluation using the BullyBlocker App. The generated user
for ModelEvaluation records were also processed by the BullyBlocker app. To this end,

R| S k FaCtOr S Facebook [ Stream of messages and User Records the app was extended by a module that read from the generated
Graph APl | comments, Facebook (profiles and ‘ dataset instead of obtaining the information from Facebook. This

Bullying Rank (BR) profile information message streams) | _ module executed the Bullying Rank Computation task for each user
(0-100] Comparison and Analysis of Results :
: and saved the Bullying Rank values generated by the app.

BR = 70*WS + 30*VF Data Collection Module

Query Completion Tracker Evaluation Data Loader Evaluation Results
. . Vulnerability Factors (VF) e . . . . .
el Sl [0-1] Additional information about I Fig. 1 shows the average error of the Bullying Rank values computed by the proposed BullyBlocker model, with the

[0-1] _ . , berbullying fact : . : : :
WS = (DWICAL.6)/(DWICA1.6°1.6+10) V= Sum(Fector WweightofFactor)/ HEEEEe e Bullying Rank (probability that an adolescent is being cyberbullied) expressed as a percentage value (1-100). We compute

Local

the error as the absolute value of the difference between the Bullving Rank produced by the app and the average value of
Cyberbullying Identification Module M Permanent : ying P y PP J
Feed or Wall Insults Age Factor the human C0d|ng results.

: Storage
+1 e Ml e Faziar (AF) [0-1] AL Resource o <ult Hash Fig. 2 presents the frequency of errors for various error ranges. The results show that when the weights of Warning Signs
(NNF) [0-1] Computation Generator

Photo Comment Daily Weighted Insult Count NNF = 1 — ((DNN/NNDT)*4) Gender Factor Table and Vulnerability Factors in the BullyBlocker app were set to 50%, the most frequent error values fell within the lowest error

Insults (DWIC) (GF) [0-1]
+1 DWIC = Total Insults Bu"yBlocker I’aHQGS.

| Notification : : o : : : : :
Video Comment f;a;;;g';fhyjy Past Bullying Factor User Feedback and App stats & config Fig. 3 shows the distribution of the score difference in the Bullying Rank estimates made by the two annotators who

Bullyi k - -
insults e (PBF) [0-1] (Bullying rank, Monitoring Module evaluated each case during the Human Evaluation phase.
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