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INTERDISCIPLINARY CYBERBULLYING MODELS
Abstract

Cyberbullying has become increasingly prevalent, particularly on social media. There has also
been a steady rise in cyberbullying research across a range of disciplines. Much of the empirical
work from computer science has focused on developing machine learning models for
cyberbullying detection. Whereas machine learning cyberbullying detection models can be
improved by drawing on psychological theories and perspectives, there is also tremendous
potential for machine learning models to contribute to a better understanding of psychological
aspects of cyberbullying. In this paper, we discuss how machine learning models can yield novel
insights about the nature and defining characteristics of cyberbullying and how machine learning
approaches can be applied to help clinicians, families, and communities reduce

cyberbullying. Specifically, we discuss the potential for machine learning models to shed light
on the repetitive nature of cyberbullying, the imbalance of power between cyberbullies and their
victims, and causal mechanisms that give rise to cyberbullying. We orient our discussion on
emerging and future research directions, as well as the practical implications of machine learning

cyberbullying detection models.
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Harnessing the Power of Interdisciplinary Research with Psychology-Informed
Cyberbullying Detection Models

Cyberbullying, bullying that occurs through electronic media, has become increasingly
prevalent (Anderson, 2018; Kowalski, Toth, & Morgan, 2018; Wang et al., 2019), in part due to
the widespread use of social media (Anderson & Jiang, 2018; Lenhart et al., 2010; Perrin, 2015).
In fact, social media is now the most common venue for cyberbullying (Duggan, 2017; see also
Bischoff, 2019). Across disciplines, research on cyberbullying and related phenomena has also
increased steadily. In computer science, a major empirical focus has been on developing
automated models for detecting instances of cyberbullying (Al-Garadi et al., 2019; Muneer &
Fati, 2020; Rosa et al., 2019; Salawu, He, & Lumsden, 2020). These models primarily employ
machine learning, a form of artificial intelligence whereby a system learns, or improves, on an
automated task through experience (Jordan & Mitchell, 2015). With cyberbullying detection, the
automated task typically involves the classification of individual items in large sets of data as
cyberbullying or not (see Salawu et al., 2020, for a review). Several models, for example,
implement algorithms that use textual features (e.g., the words in a social media post) to classify
an instance (e.g., a social media comment) as cyberbullying or not (Dinakar, Reichart, &
Lieberman, 2011; Van Hee et al., 2018; Zhao & Mao, 2016).

Machine learning approaches for detecting cyberbullying hold particular promise—not
only for identifying cyberbullying in real world data, but also for bridging the largely disparate
efforts of cyberbullying researchers across disciplines. For instance, there is emerging evidence
that machine learning cyberbullying detection models can be improved by drawing on

psychological research. To illustrate, recent approaches have used information about social
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media users’ personalities (e.g., Balakrishnan et al., 2019; Zarnoufi & Abik, 2019), emotional
content in social media posts (e.g., Dani et al., 2017), and aspects of social influence (Cheng et
al., 2019b; Squicciarini et al., 2015) to improve the accuracy of cyberbullying detection models.
These models have received relatively little attention outside of computer science, however, and
cyberbullying detection frameworks that draw explicitly on psychological research represent a
departure from the norm. Furthermore, existing divides have led researchers within the social
sciences to overlook the tremendous potential for machine learning models to inform a better
understanding of psychological aspects of cyberbullying.

The goal of this paper is to initiate a conversation about future interdisciplinary work that
addresses two core questions: How can machine learning models yield novel insights about the
nature and defining characteristics of cyberbullying? And, how can machine learning approaches
be applied to help clinicians, families, and communities reduce cyberbullying? In Section 1, we
discuss three specific ways that machine learning models for detecting cyberbullying on social
media, in particular, can offer new insights on crucial yet understudied aspects of cyberbullying.
These include the temporal properties and repetitive nature of cyberbullying, the imbalance of
power between cyberbullies and their victims, and causal mechanisms that give rise to
cyberbullying. In Section 2, we discuss key clinical and practical implications of machine
learning cyberbullying detection models, with an emphasis on how machine learning approaches
can strengthen efforts to prevent cyberbullying and its detrimental impact. Rather than provide a
comprehensive review of the relevant literatures, our aim is to highlight vital directions for future
work that uses machine learning to better understand cyberbullying and how to combat it.

I.  New Insights on the Nature and Causes of Cyberbullying
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Despite inconsistency and a lack of conceptual clarity in how cyberbullying is defined by
researchers (cf., Kowalski et al., 2014; Langos, 2012; Rosa et al., 2018), most definitions reflect
a consensus that cyberbullying entails intentionally harmful (i.e., aggressive or hostile) behavior
that occurs repeatedly over time via electronic media (e.g., Hinduja & Patchin, 2020). Many
definitions also identify or imply a power imbalance between cyberbullies and their victims (e.g.,
victims’ inability to defend themselves) as an additional component of cyberbullying (Langos,
2012). With the work of Ziems and colleagues (2020) as a notable exception, discussed in
greater detail below, few machine learning cyberbullying detection models have taken these
definitional criteria into account. That is, of the numerous automated detection models published
to date, only a small minority have included information about the specific cyberbullying criteria
that informed how the models or datasets were built or how human annotators were instructed to
differentiate cyberbullying from normal (i.e., non-bullying) content in training data (Rosa et al.,
2018). Moreover, the vast majority of machine learning cyberbullying detection models rely on
textual features and/or sentiment analysis (Rosa et al., 2018; Salawu et al., 2020), with a
predominant focus on the intentional harm aspect of cyberbullying behavior.

Yet, machine learning frameworks for detecting cyberbullying on social media are
uniquely suited for building a better understanding of the elements of repetition and power
imbalance. This stems in large part from the hierarchical structure of social media data—i.e.,
individual comments are made up of words and sessions are made up of comments,
images/videos, and social content that occur over time. Cyberbullying detection models that
account for and leverage the hierarchical structure of social media data can yield important
insights about temporal properties of cyberbullying and power differentials among users within a

session, in particular (Cheng et al., 2020).
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Temporal dynamics of cyberbullying

Machine learning models that incorporate temporal information can more effectively
capture the hierarchical structure of a social media session and, by doing so, can increase the
accuracy of cyberbullying detection. They also have unique benefits for investigating temporal
patterns in cyberbullying interactions as they unfold over time within a session. This is
evidenced, for instance, by cyberbullying detection models that employ hierarchical attention
networks (e.g., Cheng et al., 2019a, 2020)—a technique that first constructs a representation of
social media comments, aggregates them into a session representation, and then assigns different
weights (i.e. “attention”) to certain words and comments (Yang et al., 2016).

To illustrate, Cheng and colleagues (see Cheng et al., 2020) used the following
information to build a representation of each social media session in an Instagram dataset: (1) the
words comprising a comment or caption, (2) weights reflecting degree of relevance of each word
to cyberbullying, (3) comments and associated weights reflecting the relevance of each comment
to cyberbullying, (4) the timestamp and social content (i.e., number of ‘likes’ and shares) for
each comment, and (5) the image/video shared in the initial post. They then used either time
interval prediction (Cheng et al., 2019a) or temporal encoding (Cheng et al., 2020) to model the
temporal ordering of comments (Cheng et al., 2020).

Two recent papers that have used the hierarchical structure of social media sessions to
explore temporal patterns in cyberbullying offer early insights. Soni and Singh (2018) compared
the temporal properties of Instagram social media sessions—where each session consisted of an
initial post and all subsequent comments—that had been previously labeled, at the session-level,
as cyberbullying or not (Hosseinmardi et al., 2016). They found that sessions determined (by

human annotators) to constitute cyberbullying had, on average, a longer interval of time between
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the initial post and the first comment, smaller intervals of time between all subsequent
comments, and higher levels of activity than sessions without cyberbullying. Using the same
Instagram data, Gupta and colleagues (2020) manually labeled each comment within each
session of the same Instagram data as cyberbullying or not. They found that in sessions labeled
holistically as cyberbullying, the first comments labeled as cyberbullying occurred within the
first hours of the session; that is, in roughly 50% of cyberbullying sessions, the first
cyberbullying comment occurred within the first hour of the session and in roughly 75% of the
sessions, initial cyberbullying comments occurred within the first five hours of the session. Burst
analyses also indicated that activity in cyberbullying sessions tended to peak in the first hour of a
session, highlighting that within individual social media sessions, the repetitive nature of
cyberbullying manifests early on. A practical implication is that efforts to identify and curtail
cyberbullying can be tailored to focus more heavily on messages that occur earlier in a social
media session, and social scientists may gain especially helpful insights by examining the initial
exchanges within a session.

Together, these findings represent meaningful initial steps but the potential for machine
learning models to help researchers understand how cyberbullying occurs repetitively over time
remains mostly untapped. A number of open questions that have yet to be explored include what
degree of repetition (e.g., number of successive cyberbullying comments) characterizes
cyberbullying sessions that are more (versus less) severe, whether the psychological harm
induced by cyberbullying messages increases over time or with greater repetition (or potentially
plateaus or diminishes after reaching a tipping point), whether greater similarity or variability in
successive cyberbullying comments is more detrimental, and how different forms of repetition

(e.g., reposting/sharing cyberbullying content) can impact the nature of cyberbullying
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interactions. Needless to say, cyberbullying researchers across disciplines will benefit from
future work that identifies and seeks to understand patterns of repetition in cyberbullying.
Power imbalances among users

Relatively little is known about the dynamics of power imbalances within cyberbullying
interactions. This is exacerbated by the anonymity that frequently characterizes online
environments (Sarda et al., 2019) and the complexity in how power can be operationalized in
online interactions (Langos, 2012). In light of these challenges, it is perhaps not surprising that
few machine learning cyberbullying detection approaches have incorporated power or status
differences between users into their models.

Among existing cyberbullying detection frameworks, Squicciarini and colleagues (2015)
included a pairwise influence component to model the directional influence of a cyberbully on
other users, reflected in the increased likelihood that a user who observes the cyberbully will
subsequently bully others. Cheng and colleagues (2019b) incorporated a peer-influence
component that added predictive value to a global cyberbullying detection model by leveraging
between-user similarities in language use. This component was based on psychological research
that has identified patterns of similarity in bullying behavior and victimization within child and
adolescent peer groups (Espelage et al., 2003; Festl, Scharkow, & Quandt, 2013; see also
Hinduja & Patchin, 2013). Notably, neither of these approaches directly models the imbalance of
power that may exist between cyberbullies and their victims.

Within face-to-face bullying contexts, power and social status are often reflected in
physical stature or strength or sociometric (e.g., peer nomination) indicators of social status (e.g.,
popularity) (see Nelson et al., 2019). Online environments necessitate different metrics of power

and status that can offer innovative insights on power differentials in cyberbullying on social
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media. For instance, the size of a user’s social network—reflected in their number of “friends” or
followers or the frequency with which their social media content is “liked” or shared by others—
and even a user’s privacy settings (i.e., the extent to which their social media content is
accessible by others; cf., Kasper, 2007) provide ways to conceptualize and quantify social status
and power.

Indeed, two promising approaches for modeling power imbalance in cyberbullying
interactions build on social network analysis (e.g., Huang et al., 2015; Ziems et al., 2020). First,
Haung and colleagues (2015) used social network features to improve text-based automated
cyberbullying detection. Specifically, they analyzed Twitter comments reflecting a direct
interaction, or network path, between two users, indicated by the inclusion of @. Social network
features, including the number of nodes (an indicator of the size, or number of users within one’s
network) and number of edges (an indicator of degree of connectedness within one’s network),
were extracted for both users based on their respective interaction histories. Cyberbullying
detection that incorporated text analysis and users’ social network features outperformed models
based on text analysis alone.

Second, Ziems et al. (2020) used social network features, including neighborhood overlap
and user-based features (e.g., number of friends and followers), to more directly model power
imbalance between cyberbullying perpetrators and victims. Ziems and colleagues first asked
human annotators to label a corpus of Twitter comments based on their subjective assessment of
whether the author of the tweet was more powerful than the target, the target was more powerful
than the author, or the author and target were equal in power. Next, the researchers calculated
social network features that might be reflective of power for each author and target, including

characteristics of neighborhood overlap (e.g., number of paths between the two users via
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‘following” and ‘followed by’ relations) and overall number of friends and followers. Their
results from experiments using a series of machine learning detection models point to the
potential utility of social network-based metrics of power imbalance.

Notwithstanding the work by Ziems and colleagues (2020), few existing machine
learning frameworks incorporate quantitative metrics of power imbalance between users into
cyberbullying detection tasks. Cyberbullying detection models that take indicators of users’
power into account--by, for example, incorporating users’ social network features during the
model training phase--will be an invaluable tool for advancing the understanding of how
cyberbullying interactions are shaped by and reflective of power differentials. Open research
questions include the extent to which the identification of cyberbullying (by humans and
automated models) is influenced by the imbalance of power between users, whether cyberbullies
leverage their power in strategic ways (by, for example, selectively bullying users with lower
embeddedness within a network), and whether larger power discrepancies are associated with
greater psychological harm or characterize specific forms of cyberbullying.

Understanding causality in cyberbullying

Understanding the causal factors and mechanisms that give rise to cyberbullying has
profound implications for efforts to identify and ultimately prevent cyberbullying. Although
beneficial for investigating associations between cyberbullying and psychological factors, the
predominantly cross-sectional correlational design of cyberbullying studies in psychology has
severely limited researchers’ ability to draw causal inferences. Whereas longitudinal studies of
cyberbullying (e.g., Camerini et al., 2020; Marciano, Schulz, & Camerini, 2020; Zhang et al.,
2020a; 2020b)—in which causal relations between variables measured at later time points can,

under certain circumstances, be inferred from variables measured at preceding time points (see
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Rutter, 1988; Selig & Little, 2012)—these designs are, for many cyberbullying researchers,
prohibitively time-, labor-, and resource-intensive.

Given the inherently data-driven nature of machine learning, it is typically viewed as a
tool for prediction rather than causal analysis. Indeed, differences in potential confounding
variables across the real-world data sets tend to constrain the transportability--or generalizability-
-of machine learning models to new data, largely precluding causal analysis (Cheng, Guo, & Liu,
2019; Pearl & Bareinboim, 2011). Yet, innovative approaches for developing causality-powered
machine learning models are being introduced that hold considerable promise for identifying

psychological factors that are causally-related to cyberbullying behavior.

One such approach comes from the work of Cheng, Guo, and Liu (2019), who used a
machine learning framework to examine causal relations between psychological predictors and
cyberbullying detection in social media data. Their approach involved identifying psychological
covariates of cyberbullying and potential confounders in data collected from Twitter and
Formspring and then employing a de-confounding mechanism to isolate the causal effects of the
psychological covariates on cyberbullying detection. Specifically, they extracted psychological
variables from the data using the Linguistic Inquiry and Word Count (LIWC) tool; Pennebaker et
al., 2001) including, for example, affective processes (e.g., text reflecting negative emotion),
motivational processes (e.g., text pertaining to drives for affiliation, achievement, etc.), and
biological processes (e.g., text pertaining to the body, health, etc.). Cheng and colleagues then
identified potential confounding variables, defined as factors contributing to a spurious relation
between a psychological covariate and cyberbullying detection, drawing on a phenomenon
known as Simpson’s paradox (see Pearl, 2000). To block the influence of the identified

confounders, they developed a de-confounding mechanism (by disaggregating the data into
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smaller, more homogeneous subgroups). Finally, they examined the cyberbullying detection
performance of machine learning models with and without de-confounding. Not only did the de-
confounding mechanism improve cyberbullying detection, it also increased the models’
transportability—evidenced by the effectiveness of models trained on one data set (i.e., Twitter

or Formspring data) and tested on the other.

Clearly, research on causality-powered cyberbullying detection models is incipient and a
vital task will be communicating these and subsequent findings to those who may be less
familiar with the specific computational and statistical techniques employed. Still, continued
efforts in this direction can help equip psychologists with new tools for investigating causal
relations among predictors and outcomes associated with cyberbullying. This may especially be
the case for cyberbullying detection frameworks that take the hierarchical structure of social
media data into account. For instance, models can be built to identify the content and
characteristics (e.g., user information, number of likes/shares) of comments that immediately
precede the first cyberbullying comment within a session. When paired with mechanisms that
control for confounding bias, a deeper understanding of the affective and motivational

antecedents that directly contribute to cyberbullying is possible.

Il. Practical Applications of Machine Learning Cyberbullying Detection

One of the most compelling motivations for studying cyberbullying is to develop
mechanisms and tools for preventing cyberbullying and its negative consequences. Not only can
cyberbullying detection models facilitate a better understanding of cyberbullying, they also
represent an essential step toward realizing the goal of prevention. Two open (and related)
challenges are to build models that shed light on the severity of cyberbullying instances and

models that help predict which instances of cyberbullying are most likely to result in
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psychological harm. In a recent systematic review, Salawu and colleagues (2020) identified 46
published papers that introduced an automated cyberbullying detection framework. Of these
papers, 34 (73.9%) used a binary cyberbullying classification task; only six (13.0%) used a task
that provided some level of distinction in cyberbullying severity. For instance, Talpur and
O’Sullivan (2020) used a multi-class categorization task to identify instances of cyberbullying
that were low, moderate, or high in severity in Twitter data. Potha and Maragoudakis (2014)
used time-series modeling to classify the severity of cyberbullying attacks in dialogue exchanged
between cyber-predators and victims. Despite being outnumbered by binary classification
models, models that identify varying degrees of cyberbullying (e.g., Aggarwal, Maurya, and
Chaudhary, 2020; Potha & Maragoudakis, 2014; Talpur & O’Sullivan, 2020) have so far yielded
promising results. Detection tasks that move beyond a dichotomous categorization will be
instrumental for helping practitioners identify which cyberbullying instances are most strongly
linked with negative psychological outcomes.

A related direction for future research with considerable implications for both policy and
clinical practice involves the integration of automated models for detecting depression, suicidal
thoughts, and behavior, and cyberbullying. Several machine learning-based approaches for
detecting suicidal thoughts and behavior have been introduced in recent years (e.g., O’Dea et al.,
2015; Just et al., 2017; Walsh, Ribiero, & Franklin, 2017; Walsh, Ribiero, & Franklin, 2018; see
also Linthicum, Schafer, & Ribeiro, 2019). Whereas many of these models draw on similar
machine learning techniques to those being developed in cyberbullying research, to our
knowledge, there are no models that combine cyberbullying and suicide risk detection in a single

framework.
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More broadly, efforts that integrate cyberbullying detection with indicators of mental
health may help increase the likelihood that cyberbullying victims and perpetrators receive
psychological support and improve the quality of care that clinicians provide. Recent guidelines
for clinicians working with youth who have experienced cyberbullying, for instance, recommend
adopting a holistic approach whereby clients (i.e., youth), caregivers, and schools work with
clinicians to develop a more comprehensive system of support (Byers et al., 2021). Efforts to
identify cyberbullying risk and its psychological correlates at the family- and school-level,
discussed in greater detail below, can thus improve the mental health outcomes of potential
victims.

An especially promising and impactful direction for future work will be to incorporate
machine learning cyberbullying detection models into practical tools for use in clinical,
educational, community, and family contexts. One template for this comes from the work of
Silva and colleagues (2018) to develop mobile applications that help parents identify and
respond to changes in their children’s cyberbullying risk. As one example, they developed a rule-
based model for quantifying the relative likelihood that a teen is being bullied on social media.
This identification model was then built into a mobile application that allows parents to track
changes in their child’s cyberbullying risk over time, better understand their child’s risk factors
for cyberbullying, and locate resources tailored to their child’s unique circumstances. Although a
detailed discussion of the app is beyond the scope of the present paper (see Silva et al., 2018), we
believe it provides one blueprint for how technological tools can be developed from psychology-
informed cyberbullying detection models with far-reaching practical benefits.

Technological tools aimed at helping parents identify and prevent instances of

cyberbullying are currently an underutilized avenue for cyberbullying prevention within families.
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Common strategies utilized by parents to reduce their childrens’ cyberbullying risk include
monitoring technology use (Ghosh, Badillo-Urquiola, & Wisniewski, 2018; Mesch, 2009) and
communicating safe technology practices (Padilla-Walker et al., 2019) (see Hutson, Kelly, &
Mitello, 2018, for a review of cyberbullying interventions for families). In a recent qualitative
study involving a series of focus groups with parents and guardians of children in fourth through
sixth grade, Helfrich and colleagues (2020) found that parent-child communication about online
behavior was the main strategy used by parents to mitigate cyberbullying risk. Some parents also
reported engaging in active monitoring (i.e., using and exploring online media together) and
restrictive monitoring (i.e., preventing or blocking access to technology or certain websites), but
expressed frustration with these methods due to their limited understanding of how to utilize
online parental controls. These findings highlight an area in which alternative technological
tools, including apps that implement automated cyberbullying risk detection, may be especially
beneficial. Although there are some software and mobile applications geared toward bullying
prevention for parents (see Topcu-Uzer & Tanrikulu, 2018)—only a small handful are specific to
cyberbullying and few use machine learning-based techniques that are informed by and have the
ability to inform psychological research.

Whereas anti-bullying and cyberbullying interventions at the level of schools have been
more common, most have been aimed at increasing knowledge and awareness of cyberbullying
and its effects and on fostering social skills of children and teens such as empathy, prosocial
motivations, and adaptive coping (see Gaffney et al., 2019 and Lancaster, 2018, for reviews).
One technological tool that has yielded encouraging results within school settings are serious
video games—i.e., video games designed for purposes other than entertainment—to reduce

cyberbullying (Calvo-Morata et al., 2020). The KiVa antibullying program in Finland (Herkama
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& Salmivalli, 2017; Salmivalli & Poskiparta, 2012), for example, uses a serious game to teach
students about group-related aspects of cyberbullying. The emphasis of the broader KiVa
program is on developing the skills youth need to support peers who may be experiencing
cyberbullying victimization. We are unaware of any existing school- or community-level
interventions that use machine learning models to detect cyberbullying or identify cyberbullying
risk. Machine learning-based tools may be particularly beneficial for identifying, preventing, and
understanding cyberbullying that occurs in online learning and classroom management
platforms. Instances of cyberbullying via school-related online platforms may become
increasingly prevalent and important to detect as shifts to remote learning occur throughout the
COVID-19 pandemic.
Concluding Remarks

As both social media use and cyberbullying become more pervasive across increasingly
broad segments of the population, interdisciplinary collaborations between computer science and
psychology hold considerable promise for cyberbullying research. The core aim of this paper
was to highlight how machine learning frameworks for detecting cyberbullying in social media
data, in particular, can facilitate a deeper understanding of psychological aspects of
cyberbullying and be applied in ways that help combat cyberbullying. Our hope is that these
insights from emerging and future research directions will inspire an ongoing synergy among

cyberbullying researchers across disciplines.
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